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A             re you thinking about clicking on an unknown 
link in your email? Think again. Since early 
2021, the Better Business Bureau® (BBB®) 

received more than 23,000 reports related to  
phishing, which is a scam tactic that fraudsters use  
to trick consumers and employees into revealing 
personal information about themselves or the 
companies they work for. 

Reports totaled over 9,000 in 2023, more than 
double the previous year and a record high. 
With the current year’s reports trending toward 
another record, phishing is clearly on the rise. 
Cybersecurity experts say artificial intelligence 
and text-based scams have contributed to that 
spike. And consumers aren’t the only group at risk. 
Businesses lose millions each year in sophisticated 
phishing scams that prey on weaknesses in 
companies’ cybersecurity policies and training. 

Every scam starts with a fraudster attempting to 
reach out to their target, and they use any means 
possible, whether by phone, text, voicemail, email  
or even a letter in the mail. The more sophisticated 
ones may even set traps for you, planting them on 
the web and inside search engines, waiting to reel 
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ABOUT THIS STUDY 
We are focusing on patterns of reports 
from the public about scams they have 
encountered. Through an analysis of  
the reports, BBB studies are intended 
to give consumers, businesses, news 
media, researchers and regulatory 
agencies an in-depth understanding of: 
• How these scams work 
• How to avoid common scams 
• What type of enforcement  
  is helping curb fraud
• Red flags for consumers  
  and businesses
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you in. Regardless of the method of communication, 
when a scammer tricks a person into clicking a  
link or visiting a malicious website, it falls under  
one category: phishing. 
 
Phishing dates back to the ‘90s. This BBB study 
will lay out some of the most common ways it has 
adapted and grown since then. BBB interviewed 
dozens of scam survivors, experts and regulators. 
Taken together, their insights reveal a growing 
sophistication in phishing, making it one of the 
most complex and varied scams out there.  

INTRODUCTION
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CYBERSECURITY EXPERTS 
SAY TEXT-BASED FRAUD AND 
ARTIFICIAL INTELLIGENCE 
CONTRIBUTED TO RECORD 
NUMBER OF REPORTS  
IN 2023.



BBB SCAM TRACKER PHISHING REPORTS 
YEAR REPORTS  MEDIAN LOSS

2021 5,374 $300

2022 5,101 $300

2023 9,288 $313

2024 (Q1) 3,363 $317

Total/Average 23,126 $300

A LONG-LASTING BUT  
EVER-EVOLVING FRAUD 

N  early every internet user has received a junk 
email impersonating a well-known company. 
Embedded within those emails are links: These 

are phishing attempts. 

Take John in Bridgeport, Connecticut, for example: 
For months, he has received hundreds of emails from 
a scammer pretending to be from Geek Squad, Best 
Buy’s computer repair service. While the contents of 
the message changed, each one attempted to steal 
personal information from him. 

Phishing scams often focus on stealing sensitive 
information like bank account numbers, login 
information, passwords or credit card numbers.  
They hope to use this information to access other 
accounts and eventually steal cash. 
 
“I contacted Google about the issue to explain  
how I am trying to deal with the volume of 
messages from this address,” John told BBB.  
“I receive 20-50 emails a day from this address. 
Most go to spam, but they still require review  
and deletion.” 

More than 250 reports to BBB Scam Tracker℠ 
involved Geek Squad impersonations, many of  
which employed tactics used in tech support scams.  
 
Phishing takes many forms, but at its core, it  
is a cybercrime in which scammers attempt to 
contact their target to get them to hand over 
sensitive information. The deception often  
comes in the form of a malicious URL or a  
shared Word Document that tasks the person  
to share information, sometimes without them  
even realizing it. The scam originated in emails,  

but has broadened to include SMS text messages, 
phone calls and even QR codes to steal personal 
information, passwords and eventually money.  

Some scammers may impersonate well-known 
websites like banks or social media to steal 
information. And other times, their phishing  
attacks are attempts to install malware onto  
the user’s device, allowing fraudsters to seize 
control of it. 

Phishing attacks are orchestrated broadly by 
fraudsters and even foreign state-run groups 
throughout the world, making it hard to track  
down the source without significant investment  
and resources. The ubiquity of the scam,  
though, means it is an international threat  
to anyone using the internet.  
 
Monetary losses are severe, as reports to the 
Federal Bureau of Investigation’s Internet Crime 
Complaint Center (FBI IC3) totaled over  
$18.7 million in stolen funds in 2023.
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PHISHING SCAMS

Source: BBB Scam Tracker (2021-2024, Q1) 

https://www.bbb.org/all/scamstudies/tech_support_scams/tech_support_scams_full_study
https://www.ic3.gov/
https://www.ic3.gov/
https://www.ic3.gov/Media/PDF/AnnualReport/2023_IC3Report.pdf


M  ost of the time, email service providers  
send phishing messages directly to a spam 
folder or they are marked as suspicious. 

But when the email appears to come from a 
trusted party, it can be difficult to resist the urge  
to share personal information. 

Paul told BBB he received an email from Meta’s 
advertising department. The message claimed a 
Facebook page he ran had inappropriate content 
and provided a link to review. Paul clicked and 
signed in, unknowingly sharing his login information.  

Once he did, the scammers posted illegal content 
on his website, saying he was at risk of breaking the 
law. Paul knew something was wrong at this point 

PHISHING SCAMS

Bob in Atlanta, Georgia dealt with an impersonation of a company he knew well. He told BBB he received  
an email claiming to be from PayPal. It said he needed to confirm his account and provided an attached document, 
a common tactic used to replace links in phishing scams. When Bob opened the document, he saw a space for 
him to enter the last four digits of his Social Security number. This set off alarm bells for Bob, and he declined, 
avoiding a serious breach of security information. 
Sometimes scam survivors can escape with minimal losses, but the most convincing fraudsters can take 
substantial funds before being detected. 

Patti in White Bluff, Arkansas told BBB in March 2024 that 
she received a call from someone claiming to be with the 
FBI. The agent said the investment company Patti used for 
retirement was fraudulent and to protect her funds, she 
needed to transfer them into an FBI holding account. Patti 
liquidated $300,000 and sent it. 
 
It took Patti weeks to tell anyone about her experience, until  
the financial pressure of the lost money became too large.   
 
Phishing grows more complicated with each passing day,  
even though the root of the scam dates to the early days of  
the internet in the mid-1990s.   
 
Consumers using AOL, then known as America Online,  
were sent a fraudulent link in their emails, according to The 
Washington Post. Once clicked, they were prompted to  
“enter their name and address as well as their home phone  
and credit card numbers to update AOL’s new computers.”  
 
Now, these types of email phishing scams seem easy to spot. 
But a feeling of confidence can fade quickly when a scammer 
uses more sophisticated methods.  

as he had never posted any of the things he was 
accused of, and he cut off contact. “I turned it off 
as soon as I saw what it was and called the police 
and the FBI,” he told BBB. 

When a fraudulent message steals the likeness of 
a business you frequent – a social media site, the 
utility company or even the government – it doesn’t 
take much for scammers to get exactly what they 
came for: personal information and cash.  

Even if a scammer doesn’t steal money right away, the 
Federal Trade Commission says they can often enter 
linked accounts, compile enough personal information 
to break into more sensitive logins like banks, and 
even financially extort the person for cash. 

Lydia in Orlando, Florida experienced 
firsthand how convincing scammers 
can be. 
“When my Frontier Airlines flight  
was cancelled due to weather, I did a 
(internet) search for Frontier Airlines 
customer service,” Lydia told BBB in 
April 2024. “I found a link, called the 
number and the person proceeded  
to tell me Frontier’s policy for 
cancelled flights.” 
Lydia didn’t realize that scammers can 
plant links like the one she clicked, and 
everything sounded reasonable when 
they said she needed to pay the $125 
difference between her cancelled flight 
and the next available one. It wasn’t  
until she examined an official-looking 
confirmation email, which had an 
unrelated domain name, that Lydia 
realized she had been scammed. 

4

https://www.bbb.org/us/ca/san-jose/profile/payment-processing-services/paypal-inc-1216-210387
https://www.bbb.org/us/ny/new-york/profile/internet-service/aol-inc-0121-61211
https://www.washingtonpost.com/archive/politics/1997/08/26/aol-users-target-of-e-mail-scam/c8405c14-0db4-47e4-88df-3493425fbfa4/
https://www.washingtonpost.com/archive/politics/1997/08/26/aol-users-target-of-e-mail-scam/c8405c14-0db4-47e4-88df-3493425fbfa4/
https://consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams#:~:text=To%20Report%20Phishing-,How%20To%20Recognize%20Phishing,your%20information%20to%20other%20scammers.
https://www.bbb.org/us/co/denver/profile/airlines/frontier-airlines-inc-1296-55000095


BBB SCAM TRACKER PHISHING REPORTS BY TYPE    
SCAM TYPE REPORTS  MEDIAN LOSS

Phishing 9,793 $249 

Vishing 9,031 $500

Smishing 3,744 $200

Pharming 348 $599

BBB Tip: Double check any phone number found 
through a web search. 

While bait planted for Lydia was left out in the 
open, this type of scam still falls under the phishing 
umbrella. Called search engine phishing or SEO 
poisoning, according to security experts, this newer 
and more complicated phishing scam subcategory 
preys on a target’s familiarity with search engines 
to get them to do what all other phishing attempts 
do: click on a malicious link and share personal 
information or download malware. 

The longevity of this scam shows not only its 
effectiveness, but also gives a timeframe to examine 
how it has developed alongside evolving technology.  

“As far as what I am seeing, every cybercrime 
seems to begin with a phish,” said Timothy 
Gallagher, a former FBI cybersecurity expert and 
Chief Security Officer of Nardello & Co. “Phishing  
is really part of everything.” 
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PHISHING SCAMS

Source: BBB Scam Tracker (2021-2024, Q1) 

https://www.bbb.org/all/spot-a-scam
https://www.nardelloandco.com/


Simple phishing done through email might seem like an old school scam, but fraudsters are always 
coming up with novel ways to ensnare the public. Spear phishing or whale phishing, a process where 
scammers target specific individuals with phishing attacks, is common, but the most commonly 

encountered attacks are the result of fraudsters casting wide nets meant to trap thousands of random people  
in their phishing schemes. To do so, they reach out to as many targets as possible, taking advantage of 
whatever methods they can to increase the speed and volume of fraud messages sent out. Scammers 
have found success with both methods. 

Recently, scammers appeared to have leveraged artificial intelligence (AI) to increase their reach. WormGPT,  
first reported on by SlashNext, is a publicly available generative AI and cybercrime tool. Generative AI is a  
tool that can help users create new text, images, videos, music and other types of media from a simple prompt 
created by the user. Over the last year, the use of AI chatbots to craft messages has exploded in popularity. 

Widely used chatbots are created with ethical guidelines meant to prevent the AI from putting out answers 
which could harm others. The creators of WormGPT removed those ethical guidelines, allowing scammers 
to craft more convincing scam messages than ever. The introduction of widely available AI took off in 2023, 
coinciding with the rise in phishing reports to BBB Scam Tracker. SlashNext itself also noted a nearly 1,300% 
increase in phishing attacks from the end of 2022.  

The group said in their report that the launch of generative AI “is not a coincidence in the exponential 
growth of malicious phishing emails as the use of chatbots contributed to the increase as more 
cybercriminals were able to launch sophisticated attacks quickly.” 

Gallagher said the influence of AI is clear. “When you look at emails and you see the grammar, you aren’t 
seeing the stilted language anymore.” 

And it isn’t just the ability to write messages faster and clearer. Gallagher said the ability to leverage AI and 
machine learning to study weaknesses in systems gives scammers a way to refine their tactics in a novel way. 

“They maybe send an email repeatedly, and they use machine learning to see what they need to get it 
through,” he said. “The good news is that the good guys have the same tools. The issue is that threat 
actors play by bad-guy rules.” 
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PHISHING MEETS GENERATIVE  
ARTIFICAL INTELLIGENCE

https://slashnext.com/blog/wormgpt-the-generative-ai-tool-cybercriminals-are-using-to-launch-business-email-compromise-attacks/
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BUSINESS EMAIL COMPROMISE (BEC) SCAMS

A COSTLY FRAUD FOR THOSE CAUGHT WITHIN IT

There are few frauds as costly as BEC scams. In 2023, IC3 received over 21,000 BEC complaints. Losses 
totaled $2.9 billion, with the average loss reported as $174,000. BEC scams operate like other phishing 
scams, but they target businesses instead of customers. Fraudsters know companies are much more 

likely to be sending large chunks of money regularly, and simply intercepting one of those wire transfers can 
lead to an enormous pay day. 

BBB Report: How ignoring urgent threats can help avoid scams 
John in Seattle, Washington told BBB his nonprofit, of which he is the president and chief executive 
officer, received a threatening email in April 2024. The sender claimed his organization had not 
trademarked its name and was at risk of forfeiting its legal right to use it within the next 24 hours.  
To prevent that from happening, John needed to click on a link and follow the instructions. 
Instead of panicking, his organization contacted the United States Patent and Trademark Office 
(USPTO) and was able to confirm its trademark. John avoided the scam, and the likely monetary  
loss which would accompany it.  

BBB Warning: Twenty different BBB Scam Tracker reports involved USPTO scams. Be wary  
of unexpected messages about trademark issues.

Well-trained employees can spot phishing emails quickly, and a strong chain of reporting can help 
stop scams in their tracks. Stephanie in Springfield, Missouri told BBB she received an email from 
the accounting department at work about an invoice. She realized she didn’t recognize the email 

and reached out to her IT department head. They identified it as a scam and cut contact before any 
documents were opened. 

F raudsters impersonate many other departments, including human resources and IT. They may also opt to 
attack from the outside, infiltrating and posing as vendors. In early 2023, a business in St. Louis told BBB  
it was undergoing significant renovations. To outfit the building with furniture and other necessities, the 

business contacted a well-known vendor to complete an order. The two had worked together previously.  
The vendor visited in person to hammer out some final details and said they would send an invoice over email. 
Unbeknownst to both parties, the vendors’ devices had been compromised by a scammer, who intercepted the 
invoice and sent their own wire information. 
 
The business, having just seen the vendor, wired the requested $70,000 immediately. The next day, when 
someone at the business called to check in with the vendor, they said they hadn’t gotten a wire and both parties 
knew something was wrong. 

“We are a small-to-medium sized company, so that was a lot of money,” an executive at the company 
told BBB. Knowing a scam might be involved, the company immediately called their bank, which was able 
to freeze some of the funds. In the end, they recovered all but about $7,000. The executive told BBB it 
was an expensive lesson. “Any time a vendor requests electronic funds, I need it in writing, and I am 
going to call you and have a verbal conversation,” they said.  
 
BBB Tip: Set up multi-factor authentication for invoices and business purchases. 

https://www.bbb.org/article/business/22726-bbb-business-tip-filing-a-trademark-or-patent-watch-out-for-scammers-after-you-file


BBB SCAM TRACKER BUSINESS EMAIL COMPROMISE REPORTS     
SCAM TYPE REPORTS  MEDIAN LOSS

BEC 210 $550

More than 200 BBB Scam Tracker reports on BEC have been filed since 2021, but the number of BEC 
scams is likely higher. In a recent ransomware bust, the FBI found only 20% of the cybercrime’s 
victims had reported their issue to the authorities. 

Some of the toughest scams to deal with come when a fraudster impersonates someone’s superior at  
work. Dawn in North Adams, Massachusetts told BBB she received an email from her boss with an  
invoice attached. In the message, he asked her to pay $4,500 by wire transfer. Dawn did so and 
emailed him to say the task was complete. Her boss immediately called her, saying he never asked  
her to pay for anything. 
“I was confused because we had talked about paying it previously,” Dawn said. “I didn’t notice  
the email address was a junk email address and not my boss.” 
Mandiant Intelligence, a part of Google’s cloud security team, recently released its annual report on 
cybersecurity called M-Trends. In that report, which primarily focused on organizational breaches, the  
most targeted businesses were in the financial, professional, high tech and hospitality industries.  
Almost one-fifth of the cases involved phishing, and over half were financially motivated, while  
the remaining cases centered out of China involved espionage. 
Luke McNamara, Deputy Chief Analyst at Mandiant, says evolving scam tactics mean businesses need  
to change their defense. He said prior advice to be wary of the sender is still important, but it is now 
incomplete because so many scams come from the actual, compromised email addresses of CEOs, 
finance departments and vendors. Even instant messaging services used within organizations have  
been hacked, he said.  
The overall numbers related to phishing do show some promise, McNamara said, as the average time to 
detection in Mandiant’s report suggests better security practices, also known as “organizational maturity.”  
No matter the changes organizations make, he said scammers will continue to evolve as well.
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Source: BBB Scam Tracker (2021-2024, Q1) 

BUSINESS EMAIL COMPROMISE (BEC) SCAMS

https://www.mandiant.com/advantage/threat-intelligence
https://www.bbb.org/us/ny/new-york/profile/computer-hardware/alphabet-technologies-llc-0121-171900
https://www.mandiant.com/m-trends


While traditional phishing may have originated 
over email, similar scams done over text 
(also known as SMS messaging) are 

referred to as smishing. Common types of texts 
involve account notices, prize notifications and 
impersonation of delivery services.  

Jim in Wenatchee, Washington told BBB he received 
a text message claiming to be the United States Postal 
Service, reaching out about a package he sent. 

The text read, “2 delivery attempts were made, 
but delivery failed due to insufficient address. 
Please confirm your details, otherwise package 
will be returned to you”. A link was attached  
at the end of the message. 

BBB Tip: If a business or government agency 
you interact with texts you, confirm the alert 
elsewhere before responding. 

Other impersonation phishing scams reported to 
BBB Scam Tracker included dozens of companies.  
An analysis of BBB data showed some businesses 
which had their brands stolen repeatedly included 
Chase Bank, Walmart and State Farm. “Wrong 
number” scam variations appear immensely popular 
as well. Smishing is one of the fastest growing types  
of phishing, analysis also shows. It has increased 
every year since 2021, according to BBB Scam 
Tracker, and outside research agrees, with one 
report showing that 39% of all mobile phishing 
attempts were smishing related.  

While many phishing scams hope for a 
momentary lapse in judgment when 
clicking on a link, vishing scams (or  

voice phishing) involve the fraudster impersonating 
someone on the phone.  

In these cases, the scammer might call someone 
and ask them to verify their account information. 
Or they may pretend to be a government official  
trying to gain sensitive information. At times,  
vishing is combined with traditional phishing  
or smishing to initiate contact. 

In any case, the fraudster uses the leverage of 
already having someone on the phone to convince 
them, often in more persuasive ways. 

Kathryn in Hemet, California told BBB in April she 
received a call from a man claiming to be from the 
Social Security Administration. He said her Social 
Security number had been compromised and used in 
various crimes involved in drug trafficking. The man 
used an urgent tone, telling Kathryn time was limited. 

“In order that all my savings not be seized during 
the investigation and trial, I needed to safeguard 
my money in a government vault,” she said. 

She completed a series of Bitcoin deposits, 
bought gift cards and made nine wire transfers  
before she realized she was being defrauded.  
In the end, she lost $400,000. 

BBB Tip: Government agencies will never ask  
you to move funds as part of an investigation.

SMISHING & VISHING
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https://www.bbb.org/all/spot-a-scam/how-to-spot-a-phony-text-message
https://www.bbb.org/us/ny/new-york/profile/bank/jpmorgan-chase-co-0121-136
https://www.bbb.org/us/ca/san-bruno/profile/online-shopping/walmartcom-1116-64742
https://www.bbb.org/us/il/bloomington/profile/insurance-companies/state-farm-insurance-company-0724-6000391
https://www.bbb.org/article/scams/26053-bbb-scam-alert-wrong-number-text-message-could-be-a-scam-bot
https://www.bbb.org/article/scams/26053-bbb-scam-alert-wrong-number-text-message-could-be-a-scam-bot
https://www.bbb.org/article/news-releases/26149-bbb-scam-alert-government-impostor-scam-gets-a-scary-new-twist


In recent years, phishing has evolved to 
include many added complications such 
as pharming, which almost always pairs 

a traditional phishing scam with either a 
ransomware or tech support scam.  
 
In these scams, a target unknowingly downloads 
malicious software after being secretly redirected  
to a scammer’s website. 

Timothy from Columbus, Ohio told BBB in March 
2024 that he thought he was visiting Microsoft’s 
website. After doing so, his computer locked up 
and was unusable. A phone number, supposedly 
for Microsoft, was provided on the screen, so he 
called it for help. The person on the other line 
called himself “Jerry” and told Timothy he was 
hacked. To help, the man said he needed remote 
access on Timothy’s computer. 

Once it was given, the computer showed 
Timothy’s bank account number, and the  
man claimed a transfer for $40,000 had been 
initiated to a Russian bank. Timothy needed  
to act quickly. The only way to stop it, the man  
said, was to complete a series of transfers out  
of his account into Bitcoin. Over the next few  
days, Timothy followed “Jerry’s” instructions  
and switched the full amount to Bitcoin,  
sending it to a provided address. 

Once Timothy’s wife realized what had happened, 
she set up an appointment with their bank, who 
told them it was fraud. The $40,000, however,  
was already lost. In these types of cases, 
scammers make scary sounding threats. 

Donna in Caldwell, Idaho told BBB her 
computer froze one day. A scammer reached  
out and said: “I have already been watching  
you for some time now and have been able  
to contaminate your system with malware.” 

They claimed to have complete control of her 
computer and access to personal files and 
information. The fraudster also claimed to  
have used her own webcam to record Donna 
secretly. They threatened to spread her  
personal information if she didn’t pay $1,300.  

BBB Tip: Security experts will never ask  
you to transfer money to Bitcoin to safeguard  
it. Malvertising (malicious software embedded  
within advertisements online) and QR code 
phishing are two more common wrinkles  
similar to pharming. 
 
In Springtown, Texas, Hilda told BBB she saw 
a video on YouTube supposedly posted by Elon 
Musk. The Musk imposter claimed he wanted 
to share some of his fortune and would double 
any funds sent to him through a QR code. Hilda 
scanned the code and sent $36,000.  

“I sent my Bitcoin and never got anything 
back,” she said. 

Cryptocurrency was used in more than 200 
reports to BBB Scam Tracker. BBB previously  
wrote about the digital currency’s role in  
scams, which has increasingly played a  
part in international fraud. 

BBB Tip: Celebrities rarely endorse  
or participate in direct money giveaway.

Patty in Gaithersburg, Maryland told BBB  
she clicked on an advertisement online, and 
a huge message popped up on her screen. It 
said she needed to call Microsoft, because her 
computer had been flagged for illegal searches.  
A number was provided. 

The person on the phone said the issue was due 
to her accounts being compromised, including 
her bank at Capital One. To protect her assets, they 
connected her with someone who claimed to be 
with her bank. That supposed employee instructed 
her to wire $50,000 in Bitcoin through an ATM. 

“They also installed a remote viewing application 
on my computer,” Patty said to BBB. Eventually she 
grew suspicious and cut off contact. She couldn’t 
recover her funds, however.  
 
“They continue to call me to try to initiate 
additional transactions.”

PHARMING, MALWARE &  
ASSOCIATED OFFSHOOTS
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https://www.bbb.org/article/news-releases/16756-bbb-tip-malware-scams
https://www.bbb.org/all/scamstudies/tech_support_scams/tech_support_scams_full_study
https://www.bbb.org/us/wa/redmond/profile/computer-software-developers/microsoft-1296-501264
https://www.bbb.org/article/investigations/26449-cryptocurrency-is-ripe-for-fraud-and-financial-loss
https://www.bbb.org/all/scamstudies/cryptocurrency_scams/cryptocurrency_scams_study
https://www.bbb.org/us/va/richmond/profile/credit-cards-and-plans/capital-one-financial-corporation-0603-21009223


Authorities within the United States, as well 
as internationally, have cracked down on 
phishing schemes, especially BEC scams, 

over the last few years.  

In April 2024, a Nigerian national pleaded guilty 
to his role in a BEC scam which stole more than 
$15 million from a university in North Carolina, 
local government entities in Texas, construction 
companies and a Houston-area college. A second 
Nigerian national was convicted in May of a similar 
BEC fraud where losses totaled more than $6 million.  

A man formerly from Princeton, New Jersey  
was indicted on 29 counts in an alleged multi-
million-dollar scheme, with 14 counts of wire  
fraud, one count of conspiracy to commit wire  
fraud, one count of securities fraud, three 
counts of aggravated identity theft, nine  
counts of money laundering and one count of 
engaging in unlawful money transactions. 

And earlier in January, a Florida man was sentenced 
to 51 months (about four and a half years) in federal 
prison for his role in laundering more than $1 million 
in a BEC scam. A Calgary man was charged in a 
multi-year email fraud investigation, in which the 
Royal Canadian Mounted Police said he stole more 
than $54,000 from a business. In Europe, 30 people 
were arrested for their alleged involvement  
in various scams that included BEC. 

As law enforcement agencies have increased 
prosecution efforts, they have also stepped up their 
initiatives to proactively deal with scams as well. 
The FBI reported its Financial Fraud Kill Chain, an 
effort to freeze funds wired to scammers, put nearly 
$540 million of funds on hold and prevented them 

RECOMMENDATIONS TO REGULATORS  
• Expand efforts like the Financial Fraud Kill Chain, which allows institutions to freeze funds previously     
   seen as unrecoverable.  

• Continue to search for the purveyors of BEC scams, since the large transfers of money often provide  
   more concrete investigative trails. 

• Encourage AI companies to strengthen safeguards on their systems to prevent clones and other  
   malicious copies of their software for use in scams. 

from being transferred to fraudsters. That effort 
represented a 71% success rate in more than 3,000 
cases reported to the agency. 

And not all sources show a marked increase in 
phishing scams, however. IC3 received nearly 
300,000 phishing scam reports last year, which  
was a 7% decrease from the previous year.  

PROSECUTIONS & ACTIONS  
TAKEN AGAINST PHISHING SCAMS
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https://www.justice.gov/usao-wdnc/pr/previously-extradited-nigerian-national-pleads-guilty-his-role-multimillion-dollar
https://www.justice.gov/opa/pr/extradited-nigerian-national-convicted-business-email-compromise-scheme
https://www.justice.gov/usao-wdnc/pr/florida-man-sentenced-money-laundering-stemming-business-email-compromise-scheme#:~:text=CHARLOTTE%2C%20N.C.%20%E2%80%93%20Pierre%20Yvelt%20Almonor,companies%20of%20more%20than%20%241
https://edmontonjournal.com/news/calgary-man-charged-in-multi-year-fraud-investigation-fort-saskatchewan-rcmp#:~:text=A%2055-year-old%20Calgary,%2454%2C000%20email%20scam%2C%20police%20say.
https://www.theolivepress.es/spain-news/2024/05/07/brits-are-named-among-victims-of-e1million-man-in-the-middle-scam-in-spain-police-make-30-arrests/


Phishing scam red flags - watch out for an email, text message or call that:  
• Claims suspicious activity or fraudulent logins 
• Describes unexpected problems with an account 
• Tries to confirm financial information 
• Requests to click a link to make a payment 
• Sends coupons unsolicited
• Generic message paired with logo of a well-known company 
• Uses typo-filled and urgent language 
• Offers government refunds

How businesses can protect themselves:   
• Avoid or double check unknown invoices sent to email 
• Be wary of sudden requests to confirm financial information 
• Check email addresses from trusted partners to avoid spoofs 
• Implement multi-factor authentication for all payment processes to vendors 
• Train employees on how to spot and avoid phishing scams 
• Create policies around best practices

Tips to strengthen cybersecurity against phishing attacks:   
• Allow your cell phone to update automatically 
• Turn on multi-factor authentication for sensitive accounts 
• Back up your data 
• Download the latest security software for your devices 

What to do if you have been subject to a phishing scam:   
• If an online account is involved, immediately go to the legitimate website and change your password 
• If the compromised password is used elsewhere, reset those accounts as well 
• Enable multi-factor authentication 
• Mark the sender as spam 
• Report the fraud to various authorities 

Where to report:  
• Better Business Bureau or BBB Scam Tracker  
• Federal Trade Commission (FTC) or call 877-FTC-Help  
• Federal Bureau of Investigation (FBI) or call (202) 324-3000 

RED FLAGS & TIPS

• Canadian Anti-Fraud Centre - or 1-888-495-8501  
• Find your state’s Attorney General online 

12

https://www.bbb.org/all/taxtips/us/how-to-avoid-tax-scams-us
https://www.bbb.org/article/news-releases/16912-bbb-tip-business-email-compromise
https://www.bbb.org/article/business/23641-bbb-business-tip-cybersecurity-practices-every-small-business-needs-to-do-now
https://www.bbb.org/
https://www.bbb.org/scamtracker
https://reportfraud.ftc.gov/
https://tips.fbi.gov/home
https://antifraudcentre-centreantifraude.ca/report-signalez-eng.htm
https://www.naag.org/find-my-ag/


10/17/23, 11:38 AM Mail - Rebecca Phoenix - Outlook

https://outlook.office.com/mail/junkemail/id/AAMkADUyOTkyNGU0LWUxNzUtNDA4NS1iYjVmLTQ5NTU4Zjk4NTc2MwBGAAAAAAA%2FYvT%2BBaQ… 1/1

UPDATING MY DIRECT DEPOSIT

Sarah Wetzel <smtpfox-opcy7@sunglassexpressinc.com>
Mon 10/16/2023 1:26 PM
To: Rebecca Phoenix <rphoenix@stlouisbbb.org> 

Hello, Rebecca

I need your assistance in updating my pay direct deposit details before
the next payday, i won't be using the bank details on file any longer so
I would like to change it against my next pay.
Can this change be effective before the next payday?

Kindly provide me with the direct deposit form or let me know if i
should send the new bank details just so you can input it on your end.
Your urgent assistance would be highly appreciated.

Regards,

Sarah Wetzel
Director Of Communications
Better Business Bureau

ANATOMY OF A PHISHING SCAM

Any attempt to push through a 
process quickly should be met 
with great skepticism.

HR Phishing Attack 

From: @FB oggsjanlheuflmc@fnostvcivxyjjzw.eu
Subject: Someone tried to log into your account, user ID:54634-16541

Date: April 30, 2024 at 2:44 AM
To:

----tba2n;quk8l;go9se ----d1yaq;oalqj;jnmv5 ----y75he;o0fj3;y1e9l ----9ferj;054xr;x6874 ----wcsfy;cp57o;knlt4 ----azqk3;mbjzu;tews4

You have message on Facebook!

Hii brianpatrickedwards

A user just logged into your account from a new device iphone 11 pro.

We are sending you this email to verify it's really you .

Report the user  Yes, me

----wkh70 ;v06hq ;axb79 ----m5tp5;o6m0o;c2c4y ----q1421;vesk3;57lp3 ----yzhhc;r5rfl;ru80n ----2vmnm;d7lmf;ghjl1 ----z0x1s;bk0t9;3g107 ---
-syevg;xtymb;oxlyz ----o2cpq;s3i90;ugf8x ----ed4gp;l1863;9gef8 ----90jmy;5ey7o;kvnul ----sw1u9;u3pvy;44cxm redirect.html?
od=1syoshort663020d2265f9_vl_boxvl_1214.319070q.U0000rit9yt268d003_x11369.it9ytMXZ0NmJ0LTFmdDYwcmk0s5tng

From: @Payment-Declined rbnto4cd4sl1m@xfdo72c90.fjniu0fl.com.ph
Subject: Your Account "Sirius XM" Will Be Removed Today ( Fri, 26 Apr 2024 13:36:17 -0400 (EDT) ) .

Date: April 26, 2024 at 1:36 PM
To: brian.patrick.edwards@gmail.com

Payment attempt failure while renewing your subscription
for siriusXM

Your SXM Subscrip!on Has Expired Today!

Dear Customer

We Failed To Renew Your SXM Membership .

INFORMATION about your account :

Customer ID: #GDZT-656518968

Statu: Pending confirmation

EXPIRED DATE 04-17-2024

We tried renew your subscription at the end of each billing cycle , but your monthly payment
has failed . We therefore had to cancel your subscription . Obviously , we would love to see
you again . If you wish to renew your subscription click on the link below .

UPDATE MY PAYMENT
DETAILS

Note: iN CASE OF IGNORANCE , Your Services will Be Completely Suspended within 24 Hours According To the
Terms Defined in our Contracts

If you'd prefer not to receive future emails, Unsubscribe here

Facebook Account Phishing Scam

Sirius XM Phishing Scam
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Fraudsters often have  
non-sensical text throughout 
their phishing attacks.

While not all in-company emails about direct deposit are 
scams, you should be incredibly wary. Check with the 
employee over another method of communication to ensure 
that they are the originator of an email.

Scammers guess at personal 
details about you, to make the 
fraud more believable if they  
guess correctly.

Do not click! These buttons  
could lead to malicious  
software or attempts to  
steal personal information.

Scammers steal official logos. Familiar letterhead 
doesn’t mean an email is legitimate!

Urgent messages should be ignored. Fraudsters 
try to create a sense of urgency in their scams.

Watch for non-official  
email domains, a hallmark  
of phishing scams.



From: ups samantha.samantha15@ya.ru
Subject:

✔

Brianpatrickedwards : 𝐲𝐲𝐲𝐲𝐲𝐲 𝐡𝐡𝐡𝐡𝐡𝐡𝐡𝐡 (𝟭𝟭) 𝗽𝗽𝗽𝗽𝗽𝗽𝗽𝗽𝗽𝗽𝗽𝗽𝗽𝗽 𝐰𝐰𝐡𝐡𝐰𝐰𝐰𝐰𝐰𝐰𝐰𝐰𝐰𝐰 𝐟𝐟𝐲𝐲𝐟𝐟 𝐝𝐝𝐡𝐡𝐝𝐝𝐰𝐰𝐡𝐡𝐡𝐡𝐟𝐟𝐲𝐲 

"

Date : Thu, 02 May 2024 07:39:51 -0400
(EDT)

✅✅

Date: May 2, 2024 at 7:39 AM
To:

UPS

You have (1) package waiting for delivery.
Verification needed!

Unfortunately, we were not able to deliver the postal
package you ordered because the recipient's address
was not correct.

Name: YourName

Email : YourName@𝐰𝐰𝐠𝐠𝐡𝐡𝐰𝐰𝐝𝐝.𝐜𝐜𝐲𝐲𝐠𝐠
Date: 5/2/2024

Tracking ID: US-2024TML112-54

Status: Pending verification

Click here to verify

We hope you enjoy receiving this message. However, if you do not wish to receive future
emails. Please unsubscribe here.

The advertiser does not manage your subscription.
If you prefer not to receive further communication please unsubscribe here

From: Walmart® teamsupport-Brianpatrickedwards-914283936047311@questionprov16911.com
Subject:

!

Brianpatrickedwards , 𝐂𝐂𝐂𝐂𝐂𝐂𝐂𝐂𝐂𝐂_𝐘𝐘𝐘𝐘𝐘𝐘𝐘𝐘_𝐄𝐄𝐂𝐂𝐄𝐄𝐄𝐄𝐄𝐄𝐘𝐘 $𝟓𝟓𝟓𝟓𝟓𝟓 𝐖𝐖𝐂𝐂𝐂𝐂𝐂𝐂𝐂𝐂𝐘𝐘𝐄𝐄_𝐆𝐆𝐂𝐂𝐆𝐆𝐄𝐄_𝐂𝐂𝐂𝐂𝐘𝐘𝐂𝐂
"

________ID#16911-88556620
Date: May 4, 2024 at 6:48 AM

To: brian.patrick.edwards@gmail.com

$500.00

Walmart✲✲
LUCKY YOU!

Brianpatrickedwards, You just won a 500.00 USD
Walmart Gift Card!

✲✲
Check your gift card balance

and let the shopping
adventure begin!

Check it now

clicking here

The advertiser does not manage your subscription.
if you profor not to receive further communication please unsubscribe here

Or write to: 6101 Long Prairie Rd,Ste 744 #511, Flower Mound, TX, 75028

Dear lohtpmuwdwndcdedtogtj OKLMCMDUAAGYICXVWPDVFJ, Welcome to the Enterprise Plus? membership experience. Your Enterprise Plus member
number and user name is NLVGJELOULJXSUFPHXROWQRVHQZA. Your membership delivers faster reservations and rentals, a special members-only line at
major airport locations and exclusive discounts. In addition, you'll be able to start earning points you can redeem for Free Rental Days after you activate your
rewards. Please allow 24 hours for system updates before activating. To get the most from your next rental, simply go to http:// and log in with your member

number. Thank you for choosing Enterprise. We look forward to making your next rental experience more rewarding.
Hi VTSKUXKQRWPAXSORBE, My name's Dylan Basile and I work at Event Temple. Nice to meet you and thanks for requesting a demo. Joining me for a quick
demo will be the fastest and most efficient way for you to see what the software is capable of. Did any of the times on our website work for you and if so, were

ANATOMY OF A PHISHING SCAM

UPS Shopping Phishing Scam

Walmart Gift Card Phishing Scam

Citibank Phishing Scam

14

Sometimes, an offer is too 
good to be true, especially 
when it comes to winning 
large sums of money 
unexpectedly.

Some phishing  
scams have evolved 
to mirror an official  
email very closely. 
Look for small 
discrepancies.

Subject lines from scammers try to grab your attention. 
Proceed cautiously if an unexpected email creates a 
sudden sense of a needing to complete a task.

Logos aren’t the only things 
scammers steal. They imitate 
brands’ color guides and styling 
as well.

If an email has a non-sensical mix 
of information, then scammers 
rushed to send out an email to a 
large group of people. Ignore it!
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BBB’s mission is to be the leader in advancing marketplace trust. We do this by:
• Setting standards for marketplace trust
• Encouraging and supporting best practices by engaging with and educating  
  consumers and businesses
• Celebrating marketplace role models
• Calling out and addressing substandard marketplace behavior
• Creating a community of trustworthy businesses and charities
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“Anatomy of a Phishing Scam” artifacts include actual screenshots of fraudulent activity. 


